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NEW SECURITY CHALLENGES IN THE INFORMATION AGE

The computer science, telecommunications and information services industry is one of the most dynamic sectors of global economy now. In terms of return on investment, it is capable of competing with fuel and energy complex, car and agriculture  industries. Knowledge intensity of the up-to-date industrial product, its competitiveness in the world market is a function of this industry’s excellence.

A wide-scale application of advanced information technologies in all spheres of social activities and manufacturing considerably increases dependence of public institutions and the state on information infrastructure reliability. This is true, in particular, of data communications systems, communication networks, maintenance of information resources, which are a vital integral part of information infrastructure.

Information sector turns into an increasingly important component of society, a factor of its sustainable functioning and further progress. Humanity has approached the line, beyond which society acquires qualitatively new features defined as “Information Society”.

In Information Society, the survival, economic well-being, maintenance of social and political values are increasingly linked to the information sector development, neutralizing various threats of disrupting smooth functioning of this sector.

Societal threats in information sector stem from an uninterrupted sophistication of  information systems and communication networks, critically important infrastructures supporting society functioning.

These threats can take form of deliberate and accidental errors, disruptions and breakdowns of hard- and software, harmful effects of criminal structures and elements  on these infrastructures. The threats can be targeted at information and control systems of energy, transport, pipeline and some other utilities.

As hazardous is expansion of national and international cyber crime.

The threats can manifest themselves in the form of attempts at exercising fraudulent transactions via global or national data communication systems, laundering illegal funds, getting an unauthorized access to financial, banking and other information, which can then be used for mercenary ends.

Finally, the major threats of information security disruption are linked to potential terrorist attacks at any component of information sector. Most often than not, these threats originate in some other nation’s territory by making use of public data communication networks  (referred hereinafter to as data communication networks) like Internet.

One may argue that general access data communication networks and globalization of the world information space on their basis created new opportunities for threatening information security in both different countries and sectors of activity. It is the new quality determining, today and in the near future, the necessity of designing and implementing new approaches to information security.

In the first half of 2001, the US data communication networks were targets of  some 128,000 attacks. Realization of a minor fraction thereof inflicted a $366 billion worth damage to the nation’s economy.

At present, attempts are made at threatening the information security of the personality, society and the state along a number of lines. These are:

· criminal activities in information area;

· international and domestic terrorism;

· potential theft or destruction of industrial information, and disruption of regular functioning of economy;

· wide-scale use of global general-access data communication networks and the increasing complexity of the systems used;

· opportunities for producing informational-psychological impact on the population.

Consider all of these lines in more detail.

Criminal activities in information sector

It is hackers that have been most “familiar” and “popular” criminals in information space in recent years. These are typically self-made information technology experts. Frequently, the illegal acts thereof do not have mercenary intentions, the access to computer information is exercised for self-assertion, for winning authority amid like-minded persons or of hooligan motives. Computer system attacks are  frequently treated as an art of sorts.

Recently, hackers have tended to unite in teams, where they share knowledge, skills, information. Also, it is easier to commit crime in concert, as it makes possible to pool resources into more powerful technical complexes. The teams can comprise experts of different disciplines: those familiar with the specific vulnerability of some or other operating systems, means of security, network protocols, etc. Frequently, team members do not know each other personally, and communicate through general-access data communication networks.

It is worth noting that hackers commit cyber crimes far from always on their own accord. Criminal world comes to realize that the ignorance of the advanced information technologies makes it impossible to seize funds, get hold of the required information. Also, cyber crimes leave less traces behind, need minor time and material costs. All this makes new information technologies a convenient tool for a wide variety of crimes.

Law infringements aimed at soliciting information account for a significant share (some 40%) of all cyber crimes. They are widespread because computer technology has been increasingly applied in  manufacturing processes, management, banking, commercial and other activities of late. A great deal of information, including confidential one, is accumulated there.

These types of crime are most frequently directed against databases and databanks, computer networks of financial organizations, government agencies, institutions, enterprises and private individuals. These actions typically constitute an integral component of industrial espionage undertaken with a view to illegal acquisition of commercial and other information on one’s competitors.

The other, less visible part of criminal encroachments, aims not only at getting an unauthorized access to some or other information, but its modification or destruction. As hazardous are criminal ventures associated with breaking into information networks of banks and other credit organizations with a view to exercising financial shenanigans. Actions of the same sort are illegal modification of fiscal data, of cash registers (hiding profits from taxation); access to information of cellular communication providers (using somebody else’s telephone number for long-distance and international calls); access to databases of credit card holders (using others’ cards to pay for one’s purchases) and the like.

A special direction of cyber crime is design and dissemination of various harmful software, the so-called viruses. Well known are viruses such as, for example, “I love you”, “Anna Kurnikova” and others, which are manifold. For their spreading, use is made of general-access data communication networks (Internet), electronic mail, most popular reference information systems in Internet. The economic damage inflicted to world economy by only one of these - “I love you” – exceeded several billion US dollars. It should be kept in mind, at that, that virus attacks are frequently used for creating conditions for tapping into some or other protected information system, say, banking one.

Today, criminals from different countries intensively use information technology for designing and committing a variety of quite unique crimes. Note that criminal gang attacks are frequently launched from other nations’ territories. This results in more numerous methods and targets of information criminal attacks, making it more difficult to identify origin thereof. 

International and domestic terrorism
The information, playing a decisive role in public authority functioning and national security, comes to be the weakest link of national infrastructure at the current phase of development. International and Russian experts believe that world economy globalization, its saturation with new data-communication technologies, computerization of vital areas of societal activities, transition to electronic control of manufacturing processes boost an ever wider spreading of the phenomenon such as cyber-terrorism.

And this is not a far-fetched threat.

In one of his interviews, Louis J. Freeh, FBI Director, spoke of a serious threat of cyber-terrorism to any country having banking, transport, energy systems, in particular to a country, where the government or private sector, like for example, in the USA and Russia, rely on information networks and fast access to the Internet. According to him, disrupting energy systems in the USA or power systems in Russia in mid-winter, for example, will be more terrific than any terrorist act we had dealt with thus far.

Cyber-terrorism is usually defined as activities aimed at disorganizing computer systems,  posing threat of human death, considerable property damage or any other socially dangerous implications, if they are undertaken for undermining  public security, intimidating population or influencing government decisions, as well as a threat of committing the above acts in furtherance of similar objectives. 

Cyber-terrorism specific features, as a new form of terrorist activities, manifest themselves objectively, i.e. in the use of various forms and methods of temporary or irreversible disablement of national information infrastructure or components thereof, as well as in an illegal use of information infrastructure for creating conditions having harmful consequences for different sides of vital activities of the person, society and state.

Then, what is information terrorism?

Terrorism, as a specific form of coercion, is defined as a deliberate and targeted use of any coercion or threat of coercion for forcing the political leadership of the nation to accomplish political, economic, religious or ideological ends of the terrorist organization. Terrorism is a political crime aimed at public interests, security of the nation, organizations and citizens.

The main thing in cyber-terrorism tactics is for a terrorist act to have dangerous consequences, be well known to the population, and have wide public repercussions. Terrorist demands are typically accompanied by a threat of repeating the act, not specifying the next target.

The principal form of cyber-terrorism is an information attack at computer information, computer systems, data transmission equipment, other components of information infrastructure, launched by groups or individuals. Such an attack makes it possible to tap into the attacked system, seize control of or suppress network information exchange facilities, undertake other destructive influences.

Cyber-terrorism’s danger stems from the fact that it has no national boundaries, and terrorist activities can be carried out from any part of the world. It is usually very difficult to spot the terrorist in the information space, as s/he operates via one or several dummy computers, which complicates his/her identification and spotting.

Frequently hackers are used for performing cyber-terrorist acts. This is because the majority of them are anti-social individuals prone to venturesome acts. For example, several Russian hackers supporting “Internet Liberation Front” movement, were members of "Masters of Downloading" group, which “broke” Pentagon and NASA networks in April 1998 and pilfered secret data. Hackers said later “We managed to take possession of the operating programs, allowing control of the US defense. We  were sure that the majority of international terrorist groups would be interested in the information, which we may provide access to, and governments of several countries would be willing to buy it for reconnaissance purposes”.

Cyber-terrorists may act against both civil and military targets. According to American experts, the most vulnerable points of infrastructure are energy, telecommunications, aviation control systems, as well as troops and weapons computer control systems.

Account should be taken of the three factors, essentially complicating the fight against cyber-terrorism. These are:

First, to implement their plans, terrorists can use virtually all types of information weapons.

Second, there is currently a small number of measures for counteracting cyber  terrorism.

Third, this is an international phenomenon, and can be directed against any country irrespective of its location, ruling regime and level of development.

All of these factors determine the situation making it impossible to solve the cyber-terrorism problem in a separate country. This places demand on pooling efforts of virtually the entire international community.

Thus, cyber-terrorism threat is currently a very serious problem, and its urgency will be rising as telecoms technologies develop and spread. The governments of the most advanced nations ought, therefore, to act vigorously towards pooling efforts for counteracting cyber-terrorism already now.

Business Information Protection

Any activity is carried out proceeding from the available information. The latter is a system-forming component of any organization. And information is specifically crucial for modern business. Firm’s competitiveness, its management and operational performance depend largely on the quality of information, i.e. its adequacy to customer needs, completeness and credibility, its accuracy and reliability.

Also, the company performance, hence its future, come to be increasingly dependent upon reliability and security of computer networks. Disruption of the information system can entail significant problems of company functioning, come to bear on its competitiveness and sometimes, in most serious cases, carry termination of its operations.

At early stages of information technology introduction, companies used them largely in record-keeping and control systems. Now, data-communication systems are increasingly used as the hub of business processes. The IT are increasingly used for customer service. It is impossible to find a bank now, exercising customer services making no use of computer network.

Internet gave a new boost to IT application in business. First its role was limited to serving as a new communication channel – the bulk of correspondence between company employees was increasingly delivered via e-mail. At present, e-commerce systems, various payment systems, ad agencies and the like witness an intensive development.

A dynamic development of electronic business control systems and new directions thereof, associated with the advances in data-communication systems and the respective technologies, required more sound information security, protection of the entire business-related information infrastructure.

It is worth noting that to the traditional threats of business information security disruption (industrial and economic espionage; loss or destruction of company documents; errors or unfair deeds of the personnel) there have been added new ones, bred by business computerization. These are the following types of threats:

· information leakage through the channels not associated with the use of DCS (always linked either to an unauthorized access to confidential information or to grafting individuals having authorized access to it, i.e. a mere theft);

· an unauthorized access via telecoms networks (using general access external or corporate network for breaking into the system and stealing, destroying  or modifying information stored in it);

· disruption of electronic document flow systems and payment systems (disabling thereof, destruction of used and stored computer information, etc.).

At present, “electronic” business is increasingly turning global, which requires a number of concerted measures to make it secure. These are, in the first place, the agreed upon laws regulating relations between business partners, buyer and seller within e-commerce systems, frequently deployed in different countries. Second, these are concerted efforts of the international community on ensuring information security in general access DCS of Internet type. Third, persistent and purposeful activities of businesses on protecting their information infrastructure from external and internal hazards.

General access DCS security

The practical applications of information security problems are linked, somehow or rather, to data transmission and information exchange, which can be exercised only via data communication networks. There are two types of such networks – open (general access) and closed (corporate).

What are the open networks, and how do they differ from other, closed data communication networks, say, information networks of any agency or organizations?

First, the former are general access networks, i.e. the use thereof does not require user  affiliation with any special community.

Second, general access networks provide for interaction with other similar networks.

Third, general access networks provide for information exchange without any limitations and distortions in the transmitted information.

Fourth, general access networks use a uniform, harmonized system of exchange protocols and data formats, providing for information exchange via the network in different forms (text, sound, image, etc.).

Individual general access networks are usually put together in a ramified network of information exchange and access to public information resources. One may argue that the Internet “world web”  is a cluster of general access networks of different countries and organizations, interacting by some rules set earlier, providing for virtually unlimited information interactions between any users of any of them.

As any other technological advance, development of open information systems (OIS) carries both positive and negative implications. One of the negative consequences is a much greater need for information security of the projects and information resources (IR) connected to OIS. Hence a paradox, the bigger number of a nation’s users connect to open networks and the higher the positive impact of the process on the general socioeconomic, political and cultural development of the state and society, the more significant turns to be the problem of the nation’s information security. This relates both to information security of government and commercial projects and to security of society and information rights of citizens, their privacy. Accordingly, open information network security ought to envisage protection from internal and external threats of its disruption.

Proceeding from the aforesaid, the principal objective of the open network security boils down to providing the user with the fully guaranteed integrity, credibility, accessibility and confidentiality of network information, as well as of information resources of the network users, given an influence of any combination of external and internal threats of information security disruption on the open network.

The first class of open networks’ distinguishing features, in terms of information security, consists in that the above characteristics of the information flow can be distorted in two ways. This can be done in the network itself by an illegal tapping into the latter, or by arranging an “information leakage”; or this can be performed by breaking, via the network, into the user computer (computer network).

In the former case, the task boils down to protecting the open network per se from potential threats of its destruction and/or disintegration. In the latter, protection of network-user interfaces from potential unauthorized penetration of the user system from the network. Apparently, the combination of threats of breaking information security and means of their prevention is somewhat different in each option.

The second class of open networks’ distinguishing features, in terms of information security, is associated with global nature thereof, which determines opportunities for realizing any threat from the outside, beyond the boundaries of the given nation. This implies that it is no longer possible to ensure network information security just within the limits of the given country, hence the necessity of drafting international rules and regulations setting out conditions of ensuring security within the global network.

At present, national open network infrastructures do not provide for a guaranteed user information security. The information received from or transmitted via the Internet can be distorted, forged, opened, read and disseminated without the author’s consent. As a result, the Internet can turn into a global tool of disinformation, compromise and shenanigans. An uncontrolled use of encryption facilities can make the Internet an ideal medium for criminal information exchange.

There is need for the medium of secured information exchange be accessible to all law-abiding users of open networks.

The development of open network information security infrastructure suggests that the open network users ought to have an opportunity for using standard reliable cryptographic algorithms. Accordingly, there is need for an organization providing guaranteed security to cryptographic system users, as well as protecting nation’s interests in terms of information security in open networks.

It would be safe in saying that present-day Russia, and other countries too, has not yet recognized the need for a systems approach to handling the problems of information security in open networks. There are timid attempts at temporary “patching” the most distinct bottlenecks and various “holes” in the running and newly built information systems connected to open computer networks. This kind of solutions can, however, produce only temporary effects; immediately afterwards a new “hole” emerges, which also needs to be urgently closed up, and so on. This process usually comes to be permanent, providing no information security guarantees to open network users.

The significance of information security within the global open network infrastructure is linked to two of its specifics. First, all of the networks are global in nature, but  do not have an organizing unit which could be responsible for or take steps towards information security in them. Accordingly, there is no uniform legal framework of the processes going on in the networks (irrespective of whether these are positive or negative). Second, the information exchange is largely of a transnational character, linking correspondents whose activities are regulated by a variety of laws effective in the given country. Apparently, what is acceptable in France or the Netherlands can be quite unacceptable in Iran or China.

Hence, the task of providing across the board information security of international data exchange exercised via global open networks. This task should also be tackled in a systems way, i.e. taking into consideration factors such as uneven information, economic and political development of different countries, availability or lack of the respective laws, their input in the international efforts aimed at handling the given problem. This approach is really needed because it is precisely global open networks that are the most vulnerable (in terms of information security) component of the entire system of international information exchange.

All of the above suggests a conclusion that the problem of information security in open information networks is of global character, and the global community, the authorities and general public of various countries need recognize the importance, the significance, the complexity and urgence of its joint solution.

Info-psychological security

The point is of various deformations of mass media system, and of spreading misinformation. This results in potential undermining of social stability, damage to health and life of citizens, which is linked to dissemination of propagandistic materials promoting social, racial or religious hate and animosity.

The information and psychological influence of new sources and technologies on society at large, on organized groups, unorganized masses of people and on the  individual is continuously mounting. These sources and technologies turn into a powerful tool of shaping consciousness and manipulation thereof. Consciousness programming and self-programming give rise to serious challenges to the entire humanity. In some sense, info-psychological influences can act as a kind of informational weapons.

Today, there is a variety of threats of info-psychological impact on the personality (citizen, individual, collective, unorganized individuals – crowd, etc.). The majority of these threats are targeted at individual and public consciousness, shaping it in the interests of some external or internal source. Thus, for example, antigovernment public protests, breach of the peace and the like can be organized by disseminating targeted information in mass media, TV and by spreading rumors. On the other, info-psychological influences can pursue self-isolation of the person, his/her withdrawal from handling social development tasks.

There are currently no efficient and fast methods of defense from info-psychological influences, in particular, of an individual (the more so of behavior of huge masses of people). Psychologists believe, that the higher the intellectual development of the nation’s population, the stronger the sense of people’s unity around the national idea, the less possible is the realization of info-psychological threat.

It should be noted in conclusion that the faster pace of technological change, evolvement of new data-communication technologies and means of their realization leads to an ever bigger number of cases and methods of realizing the threats of information security infringement of modern society. On the other hand, as fast growing is the combination of protection facilities. The key problem is that our perception of the “attacking” capacities of information security threats essentially lags behind the reality. Many public and political figures still treat this problem as insignificant, “cooked” by professionals, capable of manifesting itself in some distant future.

It is a pity if some deeds comparable to or exceeding, in terms of significance, the events of the 11th September 2001 are needed for recognizing the significance of this problem.
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